Introduction
We developed an extensive online patient record as a part of a heavily used integrated hospital information system for use in an ambulatory primary care practice with the goals of facilitating workflow, supporting collaborative practice models, delivering clinical practice guidelines, and making the ambulatory office paperless. Since 1988, we have deployed it in more than 61 practices of many different specialties and its use continues to grow. Since its inception 10 years ago, clinicians have entered more than 392,000 problems, 1,400,OOO medications, and 1,300,OOO notes into our computer system. In 1997 over 800 different physicians and nurses entered information on over 53,000 patients; an increase of 22% for clinician users and 30% for new patients. We describe the design of the system, its use over time, security and confidentiality features, and its future evolution.
Online Medical Records: A Decade of Experience
Abstract: The electronic patient record at the Beth Israel Deaconess Medical Center has fundamentally changed the practice of medicine in ways that its developers never foresaw. This type of highly interactive and work flow enabled program is creating new collaborative roles for computers in complex organizations [4] . With the system able to supervise and monitor care, computers are able to perform many care coordination and documentation functions, freeing people to concentrate more on interpersonal interactions and provision of health care services. One of the challenges in the design of electronic patient records to assist health care providers is how to suppor"t collaboration while not requiring that people meet face-to-face. Moreov&,,:a greater challenge for each of us as clinicians is to use this technology as a bridge (rather than a barrier) towards better patient-doctor relaJici_shi ps.
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Methods
The Center for Clinical Computing (CCC) System
Beth Israel Hospital is served by a mature clinical computing system that began to evolve in the late 1970s. This system is one of the most widely used in the USA and is available from over 5000 terminals in both inpatient and outpatient settings [l-3] . Physicians use the computing system to look up the results of all diagnostic studies, to send and receive electronic mail [4, 5] , and to perform a variety of decision support tasks [6] , including online literature searching via PaperChase, clinical database retrieval [7] , computer-assisted expert consultation, and online clinical calculation.
Early Development qf OMR
In 1988, Healthcare Associates (HCA). a large primary care faculty practice, had outgrown its space in a hospital building. It needed to be split into two sites: while one would remain at Beth Israel, one would be located in a separate buildi,ng one block away. Although the hospital's information system would still be accessible, the medical records department did not have the ability to deliver the paper records to this location. The practice asked the Center for Clinical Computing for assistance. They required simply a way to store patient problems and medications online and share this information with the physically separate emergency room. By 1988, researchers in Europe and USA had already well demonstrated the value and importance of electronic patient records [8, 10-291. Thus was born the rudiments of what became today's online pafient record (OMR).
The OMR has been designed around three general principles: 1) the clinician should interact frequently with the system; 2) there should be no transcription from paper forms; and 3) data entry should be kept to a minimum and shared among clinicians, others on the hospital's staff, and even patients themselves [30-331. Having clinicians interact directly with the computer system increases the accuracy of data capture and, more important, dialogue with the computer system provides an opportunity for education, documentation, and action. It is this opportunity that will allow us to effect changes in practice guidelines and to disseminate this information.
The OMR is organized around a central, integrated patient registry that contains information on more than 1 million patients that is thecore of the CCC system. Clinicians keep problems lists, medication lists, screening and flow sheets, and progress notes online. In addition, physicians and nurses can order selected laboratory and diagnostic procedures and consultations online from any of the terminals located throughout the hospital -in every examining room and in all ambulatory care clinics and offices.
During the past decade of work on OMR, there has been a continuous evolution of our philosophy toward the representation of clinical data such as clinical problems. As multiple uses of the data have evolved (from provider communication to aggregate analysis to decision support) data capture has evolved, from complete free-text to selection from a local dictionary. Our work in 1997 has continued this evolution of our understanding of terminology services with ongoing development of the Problem List Toolkit (PL/Tk) in conjunction with Lexical Technologies, Incorporated (LTI) and Mayo Clinic [29, 341. The OMR system is an integrated module of the CCC system and to date operates on the Open M Technology (MUMPS) platform.
A prototype of the OMR system was introduced at Healthcare Associates, the general medicine practice at Beth' Israel Hospital, in late 1988. The onefifth of Healthcare Associates who practiced at a satellite clinic had the ability to keep a problem list and a medication list on the computer. No manual was written, but several demonstrations were conducted. In July 1990, the OMR system was introduced at the remaining practice locations. The OMR system is now used in 61 practice locations at the medical center and at satellite clinics within about a 1Zmile radius.
System Use
Since the system was first introduced in late 1988, over 800 different staff physicians, nurses, resident physicians, and psychiatric social workers have noted 391,897 problems and written 1,367,450 prescriptions for over 53,000 patients. Clinicians also documented health promotion and disease prevention (such as recording a patient's blood pressure, indicating that a prostate examination was completed, or indicating that a tetanus shot was given) over 100,000 times on screening sheets. The computer automatically added 150,000 additional items to these screening sheets -cholesterol levels and the results of mammography and cervical cytology. Since 1991, clinicians typed or dictated with later transcription 1,278,484 progress notes.
During 1997, 61 different primary care and specialty clinics entered 117,779 and 153,111 notes respectively; 42 different primary care and specialty clinics entered 1,087,437 and 280,013 prescriptions respectively; and 38 clinics wrote 30,730 new entries onto primary care problem lists and 8,106 new entries onto problem lists of specialty clinics, The growth of use of the OMR seems to be exponential with the most rapid growth now occurring in non-primary care areas.
Knowledge-Based Medical Records
Building upon the working infrastructure of the CCC system and the OMR system, we developed a knowledge-based medical record (KBMR) designed to allow the online patient record to play an active role in the care process [33, 351. These programs integrate the online patient record, rulebased decision support, and full-text information retrieval into a clinical workstation for the practicing clinician.
We developed computer programs to alert the clinician about these clinical events, to help the clinician to act on the information, and to document the clinician's response in the medical record. The computer programs indicate whether the rule calls for urgent attention (e.g., "your patient's white blood cell count has dropped and you should consider adjusting the AZT dose"), or prompt attention (e.g., "your patient's CD4 count has been below 200 on two occasions and you should consider prophylaxis for Pneumocysfis curinii pneumonia"), or the information can wait until the next scheduled visit (e.g., "your patient needs an influenza vaccination"). If alerts are pending, the clinician is informed every time the main options are displayed: "You have MEDICAL ALERTS".
In addition to providing timely information, the HIV alerts are designed to help the clinician carry out the intended action. For instance, when the clinician is told that an AZT dose should be modified, seven choices are offered: 1) modify the dose, 2) indicate that the alert is inappropriate or inapplicable, 3) indicate that the alert was sent to the wrong person, 4) forward the alert to a specific person, 5) calendar the alert until the next appointment, 6) display the on-line medical record, or 7) display test results. If the clinician chooses "modify the dose", the computer offers to print a new prescription, send a letter to the patient, or schedule an appointment with the patient. The patient's telephone number is also prominently displayed.
As a by-product of delivering an alert or reminder on the computer and assisting in an action to carry out the practice rule involved (e.g. order the test, print the prescription, gather the data), documentation is established in the OMR. This helps create not only well-documented individual care, but also a standardized database for practice monitoring.
We earlier conducted a nonrandomized, controlled, prospective trial performed over an l&month period to investigate the KBMR system [36] . Presentation of a set of alerts and reminders as part of a computer-based medical record resulted in significantly faster and more complete adoption of practice guidelines by a group of clinicians treating patients with HIV infection. The median response times of clinicians to the events prompting 303 alerts in the intervention group and 388 alerts in the control group were 11 and 52 days (P O.OOOl), respectively. The median response times of clinicians to the events prompting 432 reminders in the
